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How to prepare for AI

Gartner, Quick Answer: How to Make Microsoft 365 Copilot Enterprise-Ready From a Security and Risk Perspective,, Avivah Litan, Matt Cain, Jeremy D'Hoinne, Nader Henein, Dennis Xu,

15 September 2023

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is used herein with permission. All rights reserved.

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest 

ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner 

disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

“Security and risk management leaders 

must implement verifiable controls for 

AI data protection, privacy, application 

security and filtering of large language 

model content inputs and outputs.“ 

- Gartner



Microsoft’s AI Principles

Your data is your data.

Your data is not used to train 

the OpenAI foundation models 

without permission. 

Your data is protected by the 

most comprehensive enterprise 

compliance and security controls.

Microsoft Cloud —

AI you can trust

Transparency

Accountability

Fairness Reliability

& Safety

Privacy &

Security

Inclusiveness



Microsoft’s approach to privacy

You know 

where your 

data is located

You control 

your data

We secure your 

data at rest and 

in transit

We defend 

your data



Start your data security and compliance journey today!

Build a foundation for data security and compliance

Understand your data

Visit data classification and leverage 

built-in and custom Sensitive 

Information Types (SITs), trainable 

classifiers, and labeled content 

Define label taxonomy and label 

content by enabling default labels, 

configuring manual labeling, 

or scaling with auto-labeling

Create DLP policies and 

prevent content oversharing 

through M365 apps, devices, 

and in browsers

Label your data Create a DLP policy



Copilot

An experience using generative AI

to assist humans with complex cognitive tasks

Copilots are often driven by natural language (and optionally other data modalities)

Copilots are often embodied by a chatbot

Humans determine, guide, and approve the output

The value of the Copilot depends on value of the tasks it assists with and the cognitive load and time saved



Microsoft Copilots

Bing

Better Q&A and task 

completion 

Edge

Better interaction 

with web content

Copilots for Web

Word

Better reading 

and writing 

assistance

Better e-mail 

management

Outlook

Copilots for Productivity

Better data 

analysis
Better 

presentations

Excel PowerPoint Teams

Better 

Meetings

Business 
Chat

Better knowledge 

management

M365 Copilot

Fabric Copilot

Better data analytics and 

business intelligence

Copilots for Analytics

GitHub Copilot

Better code 

development

Copilot for Development

Dynamics Copilot

Better sales and 

customer support

Copilots for Business

Windows Copilot

Better interaction with 

OS, apps, and files

Copilot
for Everyday

Power Platform Copilot

Better creation of apps, 

workflows, and agents

Copilot for Low/No Code 
Development

Security Copilot

Better threat detection, 

identification, and mitigation

Copilot for Security

Better digital 

creations

Designer

Copilot 
for Creativity



Natural language

Microsoft Graph

- your data - 

Large Language 

Models

Microsoft 

365 Apps

Copilot for Microsoft 365

The

web



How Copilot works 
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Data flow (     = all requests are encrypted via HTTPS)

User prompts from Microsoft 365 Apps are sent to Copilot

Copilot accesses Graph and Semantic Index for pre-processing

Copilot sends modified prompt to Large Language Model (LLM)

Copilot receives LLM response

Copilot accesses Graph and Semantic Index for post-processing

Copilot sends the response, and app command back to Microsoft 365 Apps
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Microsoft 365 Trust Boundary

Customer’s Microsoft 365 Tenant

Semantic 

Index

Azure 

OpenAI

RAI

Azure Open AI 

instance is 

maintained by 

Microsoft. Open 

AI has no access 

to the data or the 

model.

RAI is performed 

on input prompt 

and output results

Customer data is 

not stored or used 

to train the model



Some main capabilities per app

PowerPoint 

Writing

• Create first drafts

• Add more content

• Edit content and 
format

Reading

• Summarize deck 
content

• Extract next steps

Excel

• Add new columns 
with formulas

• Apply lay-out and 
conditional 
formatting

• Analyze data: charts 
and tables

Word

Writing

• Create first drafts

• Add more content

Reading

• Summarize long 
documents

• Ask questions about 
document content

Teams

In-meeting

• “Catch me up”

• Ask questions about 
discussion so far

• Wrap up

Post-meeting

• Create notes and 
actions

• Recap and querying

Chat

• Summarize and ask 
questions about 
content in a group, 
mtg, or 1-1 chat

• Rewrite/improve chats

Loop

Writing

• Brainstorm

• Collaborative 
authoring

• Collaborative planning



Some main capabilities per app

Outlook 

Writing

• Draft with Copilot

• E-mail coaching

Reading

• Summarize e-mails

Whiteboard

Writing

• Brainstorming

Summarize

• Categorize

Forms

Writing

• Create first survey 
drafts

• Add more content or 
regenerate

Copilot 
(M365 chat)

Content retrieval

• Collect all 
information about a 
topic

• Collect the latest 
from person X

Receive assistance

• Summarize 
documents

• Ask open ended 
questions (give me 
tips on how to 
improve this 
communication, …)

• Combine information 
from multiple sources 
into a draft email

• …



A day in the life of a Sales Lead

8:00 AM

Cassandra needs to prepare for her big pitch 

to Contoso so she summarizes the emails and 

chats from her main client. 

Microsoft Copilot with 

Graph-grounded chat 

Summarize all of the emails and Teams chats in the 

past month from Contoso highlighting the primary 

asks and open items.

8:15 AM

Cassandra commands Copilot to create a 

message to confirm the meeting. 

Copilot in Outlook

Draft an email to confirm the meeting this afternoon. 

Highlight how excited we are to present the latest 

product updates and new pricing. Use a formal tone 

and keep the email concise.

9:00 AM

Cassandra received the latest financial 

numbers from her business planning lead. She 

uses Copilot to create some amazing charts to 

showcase the value of the offer.

Copilot in Excel

Show all data insights.

11:00 AM

Cassandra puts the final touches on the 

pitch presentation by adding a slide based on 

the summary of the annual report she had 

Copilot draft.

Copilot in PowerPoint

Add a slide based on [copy in annual report 

summary]

2:00 PM

It's time for the pitch. Cassandra can focus on 

her presentation knowing Copilot is taking 

notes. She commands Copilot to list the 

questions asked so she can be sure everything 

gets answered during the call.

Copilot in Teams

What questions were asked during the meeting that 

have not been answered?

4:00 PM

Cassandra has missed a few chats during the 

day. She sees that her team has been 

discussing a new product launch and 

commands Copilot to summarize the 

conversation to quickly catch up. 

Copilot in Teams

Summarize this chat and make sure to include the 

key points and who made them.

Cassandra is a sales lead at 

Contoso



Copilot for 
Microsoft 365
Demo

The assistant you’ve been waiting for



Microsoft 365 Copilot for Outlook



Microsoft 365 Copilot for Word



Microsoft 365 Copilot for Word



Microsoft 365 Copilot for PowerPoint



Microsoft 365 Copilot for Teams



Microsoft 365 Copilot for Excel



Copilot for Microsoft 365 is transforming work

60%
of leaders say a lack of innovation

or breakthrough ideas is a concern

64%
of people have struggled with finding 

time and energy to get their work done

70%
of people indicated they would 

delegate as much as possible to 

AI to lessen their workloads

68%
said Copilot improved 

the quality of their work

70%
said Copilot made 

them more productive

77%
said they didn’t 

want to give Copilot up

Work trend Index Annual Report: Will AI Fix Work? Microsoft. 9 May 2023 | Microsoft Work Trend Index: What can Copilot’s Earliest Users Teach Us About Generative AI at Work?: Microsoft. 15 November 2023

https://www.microsoft.com/en-us/worklab/work-trend-index/will-ai-fix-work
https://aka.ms/WTI




How fast you can recover the cost of Copilot

Executive

$200,000
Saving 1 hour at a pay rate of 

$200,000/year saves $100. 3.3 minutes/day breakeven

Manager

$100,000
Saving 1 hour at a pay rate of $100,000/year 

saves $50. 6.5 minutes/day breakeven

Individual 

Contributor

$60,000

Saving 1 hour at a pay rate of $60,000/year saves $30. 
11 minutes/day 

breakeven

How long to break even

Assumes 2,000 hours per year and 22 days/month worked and a cost of $30/month for the Copilot license and only converting 25% of time savings to value benefits



Common questions 

we hear from 

customers 

Who  do I give the first Copilot seats to?

How do I get employees up and running quickly?

What are the ways to measure impact?



Copilot for Microsoft 365 
Three-phase approach to business progress

Phase01

Readiness

• Concentrate licenses in a 

few key teams

• Start with quick wins

• Create an AI council.

Phase02

Adoption

• Create a Copilot user community

• Identify Copilot champions and 

early adopters

• Manage expectations

• Communicate best practices 

early and often

Phase03

Measurement

• Quantify impact with the 

Microsoft Copilot Dashboard

• Meet with your AI council 

biweekly

• Publicly celebrate successes



Thank you



Additional Demos



Copilot



Copilot in Teams Meetings



Copilot in Word



Copilot in Outlook



Copilot in PowerPoint



Copilot in Excel with Python 
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