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' Blue\Voyant MIXDR for Microsoft SIEM (Sentinel) Plus XDR

Problems Microsoft SIEM (Sentinel) Plus XDR Solves

Microsoft’s strategy for securing the enterprise is Microsoft SIEM Plus XDR, which
combines allits security products into one.

\When security analysts need to wade through logs and alerts from dozens of tools
without metrics, intelligence, contextual data, or correlation, it's challenging to
identify threat patterns, routes, infiltration, and damage across an organization’s
entire digital estate. Extracting security insights from disparate data sets from

a patchwork of poorly integrated third-party security systems creates an
overwhelming number of false-positive alerts and alert chatter. Too much time,
effort, tools, and resources are required to identify and contain a threat— and might
still not be enough to detect and eradicate a highly sophisticated threat, especially
one designed by a hostile nation-state. These sophisticated threats move quickly
across different domains within the customer’s digital estate and can hide for weeks
or months without detection.

Microsoft SIEM (Sentinel) Plus XDR Solution Overview

By consolidating security tools and operations with Microsoft and then combining
Microsoft Sentinel with Microsoft 365 Defender and Microsoft Defender for
Cloud for a SIEM Plus XDR strategy, clients gain centralized insights across their
entire digital estate. They can use a single platform with integrated intelligence and
automation to detect threats quickly and protect endpoints, infrastructures, and
clouds.

\When threat intelligence and security data are correlated, and response is
orchestrated across tools and domains, SOC (Security Operations Center) experts
have the visibility and insights needed to hunt and eradicate a threat more quickly.
Even if a threat attempts to mutate, multiply, move, and hide, a central Microsoft
SIEM Plus XDR security infrastructure will identify it, track it as it moves, and contain
and eradicate it before it does serious harm. SIEM Plus XDR leverages historical data
from the organization, other clients, and threat intelligence feeds to detect unknown
and new variations of known threats. It can expand its portfolio of attack stories and,
with the aid of Microsoft Sentinel machine learning and continuous security self-
assessment, will become more efficient, faster, and secure over time.



BlueVVoyant MIXDR for Mlicrosoft .

BlueVVoyant MXDR (Managed Extended Detection and Response) for
Mlicrosoft delivers a combined solution of assessment, implementation,
automation, analytics, intelligence, and technology. Add to that a 24x7x365
security team of Mlicrosoft security experts that provide end-to-end
monitoring and management of the client’s Microsoft SIENM Plus XDR
strategy. We enhance Microsoft SIEIVI Plus XDR with data, automation,
and intelligence previously available to the Fortune 100. Regardless of the
maturity of the client’s SOC (Security Operations Center), we can drive
scale and standardization while helping to monitor and defend the client’s
organization 24x7 from sophisticated threats.

Types of Threats and \Vulnerabilities Managed by Blue\Voyant

- Ransomware Compromised endpoints
Cloud app vulnerabilities Email and social-engineered threats (phishing)
Compromised banking credentials and synthetic identities Persistent, insider, and highly evasive threats

Multi-vector attacks Third-party and supply chain risks (BlueVoyant SCD)

Shortage of security resources Brand damage and data leakage (Blue\Joyant DRP)




' BlueVVoyant Services for Microsoft

Managed Extxended Detection and

Accelerators
Response

Assess Deploy Manage and Monitor

Project Mlanagement

- Assess Your Security Posture . _ 24x7x365 managed detection,
- Understand Microsoft Security - Deploymentand Integration response and threat eradication
services
_ - Platform concierge services
Roadmap Your Next Steps - Customization Available o
- High Value - Low or No Cost - Subscription based fees

Project-based fees

Microsoft Sentinel Workshop Mlcrosof(t:ISse Eyzliléﬁic:;elerator * MXDR For Microsoft Sentinel

Defend Against Threats with SIEM plus

XDR Workshop Microsoft XDR Accelator MXDR For Microsoft XDR

IVIXDR Workshop Defender for Endpoint Accelerator IMIXDR For Defender for Endpoint

Secure Multi Cloud
Environments \Workshop

Defender for Serves Accelerator

Microsoft Security Assessments Office 365 Accelerator




' Our ldeal Customer Profile (ICP)

Customer Size and Industry

BlueVVoyant MIXDR for Microsoft is sold to any Microsoft enterprise departments, agencies, or sites that require their own security controls yet
customer in any industry, including government. Due to the nature of our be part of a larger underlying Microsoft security infrastructure. These types
services, typical customer requirements, budget limitations, and Blue\VJoyant of customers have tens of thousands of seats/endpoints and can be as large
resources required to onboard a new customer, it is preferred that customers as 100,000 or more endpoints. These large accounts typically have dozens
have a minimum of 500-600 seats/endpoints. Ideal customers have multiple  of distributed entities (sites, business units, agencies, departments) and
thousands of seats/endpoints. Blue\/oyant is becoming more successful can be found in any industry, including government, healthcare, education,
with large and complex accounts that include multiple larger and finance.

Reasons Customers are Looking fora Nlew Supplier

- They are changing from their old SIEM supplier to Microsoft Sentinel - They don’t have enough staff or expertise to implement and manage their

- They are migrating more applications to the cloud and don't have enough seclliity and Microsoftsecuiityproducts

security expertise - Theirexisting MISSP is underperforming

- Theyjust had a breach or fear one and need better security - They need better security to meet regulatory requirements or reduce their

- They have the Mlicrosoft security suite, butit’s not optimized and LS IS TS

delivering full value

CommonTitles of MIDR Buyers

CISO, CIO, CTO, Director or VP of Cyber Security Services, Director or \/P of IT, Cyber Security Manager, VP or Director of Security Operations. SOC Director,
InfoSec Manager or Director, Central Security Director




' \What are key differentiators for Blue\Voyant MXDR for Microsoft

BlueVVoyant Microsoft Awards

- New Elite Microsoft \Verified Managed XDR Solution Status
- 2022 Microsoft US (MSUS) Security Partner of the Year Award
- Microsoft - Top MIDR Team MISA awards 20/20 2021
- Mlicrosoft Security Design Partners for:
- Mlicrosoft Security Experts for XDR
- Mlicrosoft Security Experts for Hunting

- Mlicrosoft Security Service Expert for Enterprise
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Technical and Service Advantages

There are many reasons Blue\oyantis Microsoft's 2022 US Security Partner
of the Year and a leader in implementing and managing Microsoft Sentinel,
365 Defender and, Defender for Cloud

Industry-Leading Content Engineering

BlueVJoyant's alert rule automation considers all available data sources, including
third parties. Our content teams develop deep and unique data parsers that uncover
intelligence and potential threats that others may miss. Blue\/oyant has an ever-
growing library of 900+ threat detection rules.

Risk-Based Analytics

Blue\oyant Risk-based Analytics (RBA) looks at all seemingly innocent incidents.
RBA assesses and adds risk factors to each incident to determine if it's an early
indicator of a more sophisticated threat.

Threat Fusion Cell (TFC)

Blue\oyant’s TFC collects and curates feeds from more than 40 diverse data
sources. SOC engineers analyze open sources, use partners, and include added
intelligence to operationalize and contextualize malicious activities that could pose
arisk.

Active and Proactive Threat Hunting

BlueVVoyant active and proactive threat hunting is designed to identify adversary
activity, cyber attacks, or advanced persistent threats and eliminate them quickly.
SOC engineers also execute queries against raw data from endpoints, network
devices, and other sources to reduce risk and stop threats.

Fastand Efficient Content Distribution

Blue\/oyant pushes cybersecurity content updates, critical exploit detections, and
relevant dashboards to all our clients at once. \We do that weekly and for critical
threats, like zero-day, on the same day.

Greater Visibility, Insights, and Control

Unique to BlueVoyant, client security data remains private and is analyzed within
the client’s Sentinel environment and Defender workspaces. This method is
simple, secure, and allows for a quicker response. Moreover, clients have a unique
360-degree view of whatis occurring in their environment.

More Responsive, More Productive

BlueVoyant fosters a DevOps approach and leads with custom automation, which
includes hundreds of unique rules and dozens of custom out-of-the-box playbooks
for Microsoft clients. Today, all threats are automatically triaged, and the vast
majority are resolved using Blue\Voyant automation.

Access to Microsoft Experts

Unlike other providers, Blue\VJoyant's elite SOC engineers average nearly 10 years of
experience and include dozens of valuable Microsoft-certified experts, including
Microsoft security instructors. \When clients call, they speak to an expert.

Meet Regulatory Requirements

BlueVVoyantincludes a full array of regulatory compliance reporting capabilities,
well-defined SLAs, fast incident response, and eradication to ensure clients remain
secure. Compliance begins by accessing client vulnerabilities, finding gaps, and
closing them. It ends with visibility, reporting, compliance assessments, and

KPI' monitoring.

Secure More with Unique Connectors

Blue\/oyant connectors allow clients to monitor more of their extended environment
than before. MXXDR consumes a broader range of security data from more sources
inside and outside client networks and centralizes everything on Microsoft Sentinel.
That provides a comprehensive “real-world, real-time” view of what is happening
beyond the network’s horizon.

Developed IP stays with the Client

Unlike other providers, when Blue\Joyant develops IP, the work is completed inside
the client’s tenant, and that’s where it remains. \/ith Blue\/oyant, clients have
complete real-time visibility as we work and deploy new technology to protect our
clients from threats both inside and out.



' Working with the Customer

Converting Prospects to Customers

Once we identify and engage with a customer, we take a client-centric
approach. \We have developed our solutions to meet clients no matter where
they are in their security operations maturity journey

1. Weteam with our partners and engage the customer, so they 3. We start with our Accelerators, which are project-based engagements
understand what Blue\Joyant has to offer and how we can help them to implement and operationalize Microsoft key security technology in the
achieve their desired outcomes. That usually leads to more technical clientenvironment and have it configured to best practices. Knowledge
solution-oriented meetings and/or demonstrations of our solutions. transfer is a key component. \\We ensure that the customer’steam has a

detailed understanding of what gets built, why, and how it's managed.
2. Asthe opportunity progresses, we work with the partner and

usually involve Microsoft to deliver workshops, assessments, and 4. Finally, we implement our MXDR (Managed Extended Detection and
other education programs. These help the client determine the best Response) solution to provide 24x7 ongoing management, monitoring,
operating model for their company, identify security vulnerabilities and and response for Microsoft security infrastructure. That is delivered in a
weaknesses, and understand how BlueVoyant will help close security co-managed model allowing the customer’s IT and security teams full
gaps and keep them closed. \We discuss the path forward we can visibility to the BlueVoyant platform and our security experts in action.

provide to achieve their short and long-term goals.

Leading Questions

1. Areyou movingto or doing more with Microsoft for cyber security 6. How are you managing all your different security tools

2. How areyouimplementing and optimizing your new Microsoft security products 7. You're moving many workloads to the cloud; how can your cyber security keep up
3. Do vou think your Microsoft security products are delivering their full value 8. You're busy with acquisitions; what is your security consolidation strategy

4. How dovyoufeelaboutusing a service provider to manage your cyber security 9. Howisyourcybersecurity strategy helping you lower insurance premiums

5. Howisyoursecurity team keeping up with the volume of alerts 10. How canyour cyber security address growing government oversights and

regulatory compliance requirements
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Handling Objections

Salespeople may get skepticism or negative responses from prospects
when selling any product. The following are common objections we hear
when presenting our Microsoft MIXDR solution to the client, with some

recommendations for countering those objections.

There are many MIXDR suppliers for Microsoft, why
BlueVVoyant?

I've thought about MIXDR, but | don’t think | can afford it
with the budget | have today.

| like the idea of using a MIXDR security service provider
but need to retain control of what is happening.

Microsoft has rated Blue\Voyant as one of their top MIXDR suppliers worldwide. For example,
Blue\oyant wrote the book on optimizing Sentinel for Microsoft. They don’t come in with a boilerplate
solution like others but look at where you are and where you want to go and then work with you on
aplan. They are also end-to-end and can handle everything where other MXDR suppliers fall short
orignore critical disciplines, which can be dangerous when you're dealing with the rising tide of
sophisticated threats.

BlueVoyant knows that costs and budget optimization are key considerations and concerns.
BlueVoyant s different from other MIXDR suppliers because they view cost management as being
nearly asimportant as their services. \What makes them different is their experience. They know how
to optimize security tools and logs to cut out waste. In some cases, the money clients save pays for the
security services.

Clients won't get much control, security data may need to be exported, and work will be done outside
your environment with most other MXDR suppliers. Blue\Joyant is a leader because they work inside
your environment. Your security data stays where itis, and you see and can control everything they are
doing. The BlueVoyant portal provides full visibility and has a full array of reports and dashboards so
you can have the insights you need and know you are secure.
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Case Studies

BlueVVoyant M XDR is usually sold as a complete services package. The sales journey starts with workshops and assessments, advances to implementation,
and ends with an ongoing M XDR annual renewable contract. Depending on the customer size, urgency, and deal complexity, sales cycles can be from 30
days to several months. Three months is typical to close and start onboarding. \Very large customers may take a few quarters. In some cases, the customer has
already invested in and implemented Mlicrosoft security products, but they are not optimized, or their existing MIDR supplier is not performing.

Large Healthcare Provider

\What was sold: Consulting & Implementation
+ MIXDR for Microsoft Sentinel and Microsoft
Defender for Endpoint by Blue\oyant

Deal Size: $3.7m
Employees: 42,000

\Win Strategy:

- Demonstrated significant savings in partnering with
BlueVVoyant vs. building a SOC internally.

- Demonstrated ability to fully optimize and expand
use-cases through E5

- Demonstrated how BlueVoyant can neutralize
sophisticated attacks with automation and security
experts.

Mutual Insurance Holding Company

\What was sold: Implementation and MXDR for
Microsoft

Deal Size: $175k
Employees: 500
\IV/in Strategy:

- Showcased credibility, demonstrated value, and
articulated BlueVVoyant's approach to Microsoft’s
security strategy.

- Stayed one step ahead of legal/procurement
processes to ensure project deadlines were met.

Technology Company

\What was sold: Blue\/oyant VIDR for Sentinel +
MXDR for Mlicrosoft 365 Defender

Deal Size: $1.5m
Employees: 6000

\I/in Strategy:

- BlueVoyant completed a technical deep dive on
Splunk and Azure Sentinel and laid out the value
of native integrations and automation that are not
available in Splunk.

- BlueVoyant also completed a detailed analysis of
TCO between both SIEMs.

BlueVVoyant combines internal and external cyber defense capabilities into an outcomes-based cloud-native platform by continuously monitoring your network, endpoints, attack surface, and supply chain, as well as
the clear, deep, and dark web for threats. The full-spectrum cyber defense platformilluminates, validates, and quickly remediates threats to protect your enterprise. BlueVoyant leverages both machine-learning-driven
automation and human-led expertise to deliver industry-leading cybersecurity to more than 900 clients across the globe.

Tolearn more about BlueVoyant, please visit our website at wannw.bluevoyant.com or email us at contact@bluevoyant.com



